CERTIFICATE ERRORS IN MICROSOFT INTERNET EXPLORER

1. To obtain and install the root certificates in Microsoft’s Internet Explorer browser:
a) To obtain the certificates you must be on a NMCI computer,
- You need a CAC and a CAC reader,
- Go to: https://infosec.navy.mil

2. Under Essential Tools, click on ‘Obtain Server Certificates’ in the upper right corner.
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3. Once the below screen appears, click on the ‘Downloads’ menu item.
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UPN Tool - The User Principal Name Auto Population Taol (UPN_ADT} is used by domain administrators to automatically populate the UserPrincipalName
{UPN) field in Active Directory with the users' UPN (EDIPI) fram the users’' CACs. This requires minar configuration changes to Active Directory and the
creation and deployment of 3 logon script

CRL Auto Cache V.2 - The CRLAutoCache utility has been designed to help component administrators manage numerous CRL transfers across

infrastructures, as needed, to support this distributed effort CRLAUteCache warks with 3 variety of architectures because of its capability for administrators to

transfer CRLs between local LDAP Directory Servers b Servers, and file stores. In addition, applications may be configured to pull fram multiple sources
(GDS or file stores) and subsequently saved to multiple sources (file stores, LDAP). This many-to-many design provides both versatility and availability

needed to distribute vital revocation data

indows Vista

MailCrypt - MailCrypt 2.0 1 is a utility that performs bulk mail decryption in Qutlook message stores in OQutlook versions 98 through 2007
Exchange 2003 and 2008. The utility is especially useful for users receiving a new CAC. Encrypted mail can be quickly decrypted in its ariginal location. For
maore information, see the procedures for DoD PKI Installation, Configuration and Administration (IC&A) Guide For MailCrypt v2.0.1

Suppressnamecheck - If your domain email address does not match the email address on your PKI certificate you will not be able to send digitally signed
email until you run suppress name check. This will allow Outlook ta ignore the name mismatch between the cerificate and the email account.

Install Root - This tool will lead the DoD Reots in Micresoft applications.
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5. On the below screen, right click on the ‘InstallRoot v3.15A’. Save it to your hard drive.
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INSTALLROOT FOR MICROSOFT

Updated 13 October 2011

The InstallRoot program installs the DoD Root and Intermediate certificates in Microsoft. *NOTE: This will only install the root cerificates for use in Microsoft
preducts (Internet Explarer and Qutlook). Follow the instructions below if you are net using a Microsoft product. Administrative rights are necessary to run this
program.

InstallRoot v3.15A

For full details on all the roots that are installed in 3.1

ew the complete list

You can verify the roots have been installed:
Click ToolsAnternet Options/Content/Certificates

The certificates are installed under the Intermediate Certification Autharities and Trusted Root Certification Authoritites tabs.
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TS IN MOZILLA AND FIREFOX

In arder to download the following Reot cerificate files you must be using your Mozilla/Firefox browser. Click http-/dodpki.c3pki chamb disa milrootca html and

download the Class 3 Root CA the Root CAZ cerfificate and the ECA Root CA

Check all three check boxes

You can verify the roots have been installed:
-Click on EditPreferences/Privacy and Security/Certificates/Manage Certificates. Click the Autherities tab. You should see the roots you justinstalled under US

Government,
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6. Copy the file to your home PC.

7. Run the file on your home PC.

8. Close all IE browsers.

9. Try to access EBIS. EBIS should now be available.

10. DONE.
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